GU I HAIM

| GITAL«SCIENCE

IS Secure Parameter Filter (SPF)

v1.0.2

TECHNICAL REFERENCE



I'l'S Secure Parameter Filter (SPF)

TECHNICAL REFERENCE

Terms of Use

IS Secure Parameter Filter (SPF) — Developed by Brian Holyfield
Copyright (c) 2008 Gotham Digital Science. All rights reserved.

Use of IIS Secure Parameter Filter (SPF) is free for personal and commercial purposes. Gotham
Digital Science retains title and ownership of SPF. Unauthorized copying of SPF is expressly
forbidden. Users agree not to engage in, nor to permit the de-compilation, disassembly, or other
reverse engineering of SPF. No warranties are expressed or implied with respect to SPF, its
quality, performance, accuracy or suitability for any purpose. In no circumstances will the
copyright owner be liable for direct, indirect, incidental or consequential damages resulting from
the use of SPF.
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Introduction

SPF is an application security module designed for Microsoft 11S6 & [IS7 web servers. SPF uses
cryptography to secure embedded application parameters (Query String values, hidden form

inputs, cookies) from manipulation and replay attacks. SPF also includes the capability to define
forbidden input patterns (Black-Lists) using regular expressions to block known attack signatures.

This document is intended to provide all of the information necessary to quickly and easily start
using SPF. For additional questions or information on this software, email
tools @ gdssecurity.com or visit http://www.gdssecurity.com/I/spf.
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Quick Start

SPF installs quickly and easily on any 11S6 & 1IS7 web server running ASP.NET version 2.0.
Configuring SPF is a simple three-step process outlined below.

1. Install the SPF Assembly

The SPF assembly (11IS.SPF.dll) should be copied into the root “/bin” directory of the web
application that you wish to secure. It is also possible to install the module within the “/bin”
directory of a sub or virtual directory within a website, however only URLs underneath the
application path where the module is installed can be secured.

For non-ASP.NET applications you will likely need to create the “/bin” directory within the root
directory as it may not already exist.

2. Add web.config Settings

You can enable SPF and configure options by making the following changes to your web.config
file (a sample web.config file for [1IS6 and 11S7 are included in the SPF zip file). For non-ASP.NET
applications you will likely need to create a new web.config file within the root directory as it may
not already exist.

2.1 Add the HTTP Module Mapping

The specific web.config entries for this step will vary depending on whether you are using 11S6 or
[IS7 as shown below:

11S6
Add the following entry within the httpModules section (configuration -> system.web ->
httpModules)

<system.web>
<httpModules>
<add name="IIS.SPF " type ="IIS.SPF . CoreModule , IIS.SPF "/>
</httpModules>

</system.web>

NOTE: On lIS6, SPF can only perform runtime parameter protection on ASP.NET
applications. Black List functionality can be used on any lIS6 application provided that
there is a wildcard mapping within IIS for the ASP.NET ISAPI handler (aspnet_isapi.dll).
For steps on how to configure a wild-card mapping for 11S6, consult the following link:
http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/lIS/5c5ae5
e0-f4f9-44b0-a743-f4c3a5{f68ec.mspx?mfr=true

s7
Add the following entry within the modules section (configuration -> system.webServer ->
modules).
<system.webServer>
<modules runAllManagedModulesForAllRequests ="true ">
<add name="IIS.SPF " type ="IIS.SPF . CoreModule , 1IS.SPF " preCondition =" />
</modules>

</system.webServer>

NOTE: In order to enable runtime parameter protection on lIS7 for non-ASP.NET
applications, you will need to set the runAliManagedModulesForAllIRequests option to
“true” as shown above. This has the same effect of creating an ASP.NET wildcard
mapping in lIS6. This settings is not required if you wish to use SPF to protect
ASP.NET applications.

Rev. 1215/2008 @ DTI_SIAM Pageb

DIGITAL+«SCIENCE


http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/IIS/5c5ae5e0-f4f9-44b0-a743-f4c3a5ff68ec.mspx?mfr=true
http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/IIS/5c5ae5e0-f4f9-44b0-a743-f4c3a5ff68ec.mspx?mfr=true

I'l'S Secure Parameter Filter (SPF)

TECHNICAL REFERENCE

2.2 Add the SPF Configuration Section Definition

Add the following entry within the configSections section (configuration -> configSections). This
step is the same for all versions of IIS (note that the configSections element must always be the
first child of the root configuration element).

<configSections>
<section name="spfConfig " type ="1IS.SPF .Config.Options ">
</configSe ctions>

2.3 Add the SPF Configuration Section

Add the following entry within the configuration section. This step is the same for all versions of
IIS.

<spfConfig logDirectory ="c:\temp\logs " protectForm Values ="true " protectForm State ="true "
protectUri ="true" protectQueryString ="true " protectCookie ="true " protectMode =" Active "
defaultUrl ="/default .asp x">

<protectedFileExtensions >
<add extension =".asp x" />
</ protectedFileExtensions >
<blackListPatterns >
<add patternRegex ="\ (| \)| \'| \&quot; | \;] \&lIt; |\&gt;|\%\.\." applyTo="all "/>
</ blackListPatterns >
</ spfConfig >
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